State of Maryland
Information Technology Security and Privacy Conference 2004

Wednesday, September 29, 2004

8:30 to 9:00 Registration and Continental Breakfast

9:00 to 9:10 Welcome, Opening Remarks and Conference Logistics

9:10 to 9:20 Johns Hopkins University-Applied Physics Laboratory Remarks Richard T. Roca, Director
9:20 to 9:30 State CIO’s Overview Ellis Kitchen, DBM/OIT

9:30 to 10:15 Keynote: Security Knowledge Framework Tim Braithwaite, FEAC Institute

10:15 to 10:30

Break

10:30 to 11:45

Keynote: D.I.C.E. 2004 Presentation: Ray Semko, Interagency OPSEC Support Staff

11:45to0 12:45 Lunch
Breakout Sessions

Track 1 Track 2 Track 3

12:45t0 1:35 Federal Security Architecture Update on Microsoft Wireless Security
Layer Security Standards
Sallie McDonald, Department of Rick Dudley, Microsoft Sheila Frankel, NIST
Homeland Security

1:40 to 2:30 MD Technical Architecture Vulnerability Tool-New VOIP Security Standards
Framework Uses Rick Kuhn, NIST
Kris Shelor, DBM/OIT Andy Johnston, UMBC

2:30to 2:40 Break

2:40 to 3:30 Economic Aspects of Quantum Cryptology: Building a Security Plan: A
Information Security: Concept, Technology Case Study
Evaluation of Return on Impacts and Pamela Woodside, State
Investment Implementation Board of Elections
Lawrence A. Gordon, Ph.D. Pulasti Choudhary, Ashutosh
Robert H. Smith School of (Ash) Ghogale, AACC
Business, UMD

3:45 to 4:45 Roundtable Discussions & Feedback Carmella F. Thompson, DBM/OIT, Moderator

Thursday, September 30, 2004

8:30 to 9:00 Registration and Continental Breakfast
9:00 to 9:05 Conference Logistics
9:05 to 9:45 Keynote: Maryland Coordination and Analysis Center Briefing Bill Cheuvront, MCAC
9:45 to 10:30 Keynote: Managing the Risks Related to IT Security Clint Kreitner, CIS
10:30 to 10:45 Break
Breakout Sessions
Track 1 Track 2 Track 3

10:45 to 11:35

Network Maryland: Where are
we now?
Jason Ross, DBM/OIT

CIS: Benchmarks and
Security Tools (Freeware)
Clint Kreitner, CIS

Business Continuity
Planning: MEMA's
Perspective

Teresa Chapman, MEMA

11:351t0 12:45

Lunch

12:45to 1:35 The Dark Side of Automated Auditing in a Risk Management at UMBC:
Telecommuting: Enforcing Distributed Windows Active | A Case Study
Security Compliance for Directory Environment Robin Anderson, UMBC
Remote Workers Stephen Elky,
Mitchell Ashley, StillSecure Software Performance

1:40 to 2:30 It's Not about the Technology: Systems, Inc. Web Application Security
Enabling E-Signatures in E- Matt Fisher, S.P.l. Dynamics,
Government Inc.
Stephen H. Holden, Ph.D., UMBC

2:30 to 2:40 Break

2:40 to 3:30 Where are we in State Cyber Intrusion Detection Snort Defending the Dissolving
Security Style Perimeter
Carmella Thompson, DBM Matthew Hicks, Children’s Wayne Jackson, Sourcefire,

National Medical Center Inc.
3:45to 4:45 Security Awareness Training-Demo of Computer Based Training
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